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FOCUS: Safety-Critical Software

General Electric Transpor-
tation Systems (GETS), Florence, 
Italy, is a medium-sized branch of a 
global railway signaling manufacturer. 

Approximately 10 years ago, to ad-
dress safety-critical industries’ rising 
interest in formal methods,1 the com-
pany started experimenting with formal 

modeling and verification. To this end, it 
contacted experts from the local univer-
sity to support some initial experiments.

The team evaluated several formal 
tools, but the developers preferred a 
semiformal tool suite—namely, Simu-
link/Stateflow.2 The Simulink lan-
guage uses a block notation to define 
continuous-time dynamic systems; the 
Stateflow notation is based on Da-
vid Harel’s statecharts3 and supports 
the modeling and animation of event-
based, discrete-time applications. The 
main drivers for this choice included 
the large amount of packages available 
in the tool suite—packages that devel-
opers could use throughout the devel-
opment process—and the widespread 
knowledge about the tools found 
within the company.

Initially, the developers used the 
models designed through Simulink/
Stateflow solely for requirements elici-
tation, but in 2007, the company 
wanted to explore using such models 
for code generation as well. One year 
later, this technology became part of 
the development process, but chang-
ing the development paradigm from 
code-based to model-based required 
additional changes in the verification 
process. The company adopted model-
based testing and abstract interpreta-
tion, as well as language restrictions to 
reduce the tool suite’s semiformal se-
mantics to a formal semantics.4

The new model-based approach 
sped up development and allowed the 
company to handle more complex sys-
tems. As projects grew in size, they re-
quired new technologies that could rig-
orously handle system requirements. 
The company selected SysML, a uni-
fied modeling language for system de-
velopment, to address this issue. After 
three years with SysML, the company 
established a formal development ap-
proach that integrates SysML and 
Simulink/Stateflow. 

In this article, we describe the 
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challenges and lessons learned by the com-
pany throughout this 10-year experience.

Challenges
Over the course of this experience, 
GETS faced several challenges that de-
serve some extra attention.

Modeling Language Restriction
The code used in safety-critical sys-
tems must conform to specific safety 
standards, so companies typically use 
coding guidelines to avoid using im-
proper constructs that might be harm-
ful from a safety viewpoint. When a 
safety-critical company adopts model-
ing and autocoding, the generated code 
must conform to the same standards as 
handcrafted code. The adopted code 
generator—Simulink Coder—induces 
a tight relation between the generated 
code and any modeling language con-
structs. Hence, the identification of a 
safe subset of the modeling language 
enables the production of code that 
complies with the guidelines and that 
can be successfully integrated with the 
existing code.

GETS did this by first defining an 
internal set of modeling guidelines for 
Simulink/Stateflow—specifically, these 
guidelines were practical recommen-
dations on language construct usage. 
The idea was that any model-generated 
C code following the guidelines would 
comply with the company’s coding 
standard.

The company based the initial guide-
lines on a code analysis generated from 
a model previously designed for re-
quirement elicitation. Because this pre-
liminary set of guidelines had the limit 
of being derived from a specific model, 
it could lack generality, so in the proj-
ects that followed, GETS extended it 
with other recommendations borrowed 
from the automotive domain.5

To ease formal analysis, the com-
pany decided to complete the model-
ing style guidelines by restricting the 

Stateflow language to a semantically 
unambiguous set. To this end, it used 
studies that focused on translating a 
subset of Stateflow into the Lustre for-
mal language.6 The company’s current 
models are therefore independent from 
the simulation engine, a choice that 
opened the door to formal verification.4

Generated Code Correctness
Safety-critical norms, such as CENELEC 
EN 50128, the European standard for 
railway software, ask for a certified or 
proven-in-use translator. In the absence 
of such a tool, like in the case of avail-
able code generators for Simulink/State-
flow, a strategy must be defined to en-
sure that code behavior fully complies to 
model behavior, and that no additional 
improper functions are added during the 
code synthesis phase. The objective is to 
perform verification activities at the ab-
stract model’s level, minimizing or auto-
mating any operations on the code.

GETS adopted a model-based test-
ing approach called translation valida-
tion,7 completed by static analysis via 
abstract interpretation.8 In translation 
validation, you execute test scenarios 
based on functional objectives at the 

model level. Then, you repeat the same 
tests on the generated code, checking 
that the model’s outputs and the corre-
sponding code are consistent. To ensure 
runtime error freedom, the company 
uses the Polyspace tool to perform ab-
stract interpretation.9 This final step 
verifies a program’s correctness on an 
overapproximation of the range of pro-
gram variables.

Certification authorities considered 

this overall approach suitable for by-
passing the tool qualification required 
in current safety regulations. (Rail-
way norms aren’t as specific about tool 
qualification as, say, avionic norms 
are,10 so companies in the railway sec-
tor must agree on possible strategies 
with certification authorities.)

Multiple Formalisms
Safety-critical systems are large, com-
plex platforms with several interact-
ing units and architectural layers. To 
manage such complexity, their devel-
opment is based on multiple levels of 
abstraction, a setup that requires dif-
ferent models with different granulari-
ties. Indeed, a model used for code gen-
eration is hardly usable for reasoning at 
the system design level. Simulink/State-
flow don’t support a flexible hierarchi-
cal development approach, so system 
designers must adopt other modeling 
languages that can express the higher 
abstractions that the process inherently 
requires.

GETS addressed this issue by adopt-
ing SysML (www.sysml.org). After an 
initial experience with the TOPCASED 
tool for SysML (www.topcased.org), 

which at that time wasn’t considered 
mature enough for industrial usage, 
the company adopted the Magic Draw 
platform (www.nomagic.com/products/
magicdraw.html). Early GETS projects 
that used code generation didn’t use 
SysML support—the need came when 
the systems the company produced 
started to radically increase in terms 
of complexity, for example, when the 
LOC exceeded 100,000.

When a company adopts autocoding, the 
generated code must conform to the same 

standards of handcrafted code.
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SysML’s current role is as follows. 
Immediately after requirement elicita-
tion, requirements appear as unstruc-
tured Post-It notes on the requirements 
manager’s whiteboard. The manager 
identifies high-level system require-
ments among this initial set and ex-
presses them in the form of SysML re-
quirement diagrams. These diagrams 
allow the requirements manager to 
specify hierarchical relationships and 
dependencies among single require-
ments, replacing the chaotic Post-
It view with a structured graph-like 
model.

Next, the design team uses block di-
agrams to specify the interfaces of the 
system modules that are supposed to 
implement the requirements. The team 
adopts an approach based on decom-
position, which allows specializations 
of each module into submodules to re-
alize the actual implementation. Each 

module has some high-level require-
ments apportioned to it, and if needed, 
the design team can refine requirements 
into lower-level requirements when 
modules are specialized.

SysML models are structured as 
packages in a single root model, where 
each package corresponds to a phase 
of the V-based development process 
prescribed by the CENELEC norm for 
railway safety-critical systems. There-
fore, a well-defined mapping between 
process phases and the diagrams are 
used in each phase.

SysML could also be used to define 
the actual implementation’s behavior 
and to generate code. However, mod-
eling and simulation at the behavioral 
level is much faster and more flexible 
with Simulink/Stateflow, and the gener-
ated code has higher quality. Therefore, 
SysML’s role ends at the software archi-
tecture level.

Process Integration
Companies develop products via pro-
cesses, which define a framework made 
of tasks, artifacts, and people. The in-
troduction of new technologies in an 
established process requires adjust-
ments to the process structure, which 
has to maintain its coherence through 
these changes. This is particularly true 
in the case of safety-critical companies, 
whose products must be validated ac-
cording to normative prescriptions. 
Hence, a sound process must be defined 
to integrate modeling and code genera-
tion within the existing framework.

As Figure 1 shows, GETS defined 
an enhanced V-based process that em-
beds two verification branches: one for 
the activities performed on the models, 
and the other for the tasks concerning 
source code and the system. In the fig-
ure, we highlight the parts that strictly 
concern software development (based 
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Figure 1. Overview of the model-based development process that GETS adopted. The left side of the V shape incudes the design activities, 

while the right side includes the verification activities. The small right branch on the left side of the V includes the verification activities performed 

at the model level.
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on Simulink/Stateflow modeling) and 
the parts related to system develop-
ment (based on SysML modeling). The 
two process fragments overlap in the 
SW Requirements phase and in the 
SW Model Architecture phase. Indeed, 
software requirements are expressed in 
SysML, as well as in the software ar-
chitecture. An equivalent architecture 
is expressed through Simulink in the 
form of interacting blocks, which are 
the model’s functional modules—the 
components. We can manually trace 
SysML requirements to the Simulink 
model. The Model Module Design 
phase refines the Simulink blocks into 
Stateflow statecharts.

Note that this process is somehow 
adaptable to both manual coding and 
to autocoding. After completing the 
SysML modeling activities, you can de-
cide to adopt either handcrafted code 
or Simulink/Stateflow modeling to de-
velop the application. Indeed, in some 
applications—for example, firmware, 
systems with limited software, or plat-
forms with strong dependencies from 
legacy code—the code generation tech-
nology is considered inconvenient, so 
developers use handcrafted code.

Lessons Learned
Facing all the challenges in model-
based development allowed GETS to 
learn some important lessons.

Abstraction
Models let you work at a higher level 
of abstraction, and they can be ma-
nipulated more easily than code. The 
company experienced the actual rel-
evance of this statement in the transi-
tion from code-based to model-based 
testing. The model-based testing ap-
proach it adopted allowed develop-
ers to define behavioral test scenarios 
at the component level without dis-
rupting the model structure. This ap-
proach would have been impracti-
cable on hand-crafted code. Indeed, 

with handcrafted code, it’s common 
to perform tests on single functions, 
but it’s much more difficult to iden-
tify the functions that contribute to a 
software component’s behavior. With 
models, you build a system in terms of 
its components. Therefore, component 
identification and testing happens in a 
natural way.

GETS also learned that abstraction 
is a delicate concept that must be care-
fully handled, with the proper degree of 
abstraction clearly identified for an ar-
tifact to be useful. For example, in their 

initial experience with SysML, design-
ers adopted natural language require-
ments throughout the process until 
they reached the lowest level of model 
detail. At that point, their content was 
basically equivalent to the Simulink/
Stateflow models. Such requirements’ 
level of abstraction had to be raised be-
cause they appeared to be redundant: 
any slight modification to the models 
would have implied a modification to 
the requirements.

Expressiveness
Graphical models are closer to natu-
ral language requirements, yet they’re 
also an unambiguous way of exchang-
ing or passing artifacts among develop-
ers. The GETS team experienced this 
observation first hand when the proj-
ect passed from its initial developer to 
another developer within a month and 
without much support.4

Up to that point, if someone in the 
company was a piece of software’s fa-
ther, he would have remained the one 
and only repository of knowledge 

about that software. This is a common 
problem in many small- and average-
sized companies that negatively affects 
both the company itself, which has to 
rely on a single person to modify and 
reuse its core software, and the devel-
oper, who normally wants to extend his 
competencies beyond his initial frag-
ments of code.

Cohesion and Decoupling
Automatically generated software is 
composed of modules with higher in-
ternal cohesion and better decoupling 

with respect to manual coding. Inter-
faces among functionalities are based 
solely on data, and the control flow 
is simplified because there’s no cross-
calling among different modules. De-
coupling and well-defined interfaces 
help ease the outsourcing of the model-
ing activity, which is a relevant aspect 
in the development of products that 
have to tackle time-to-market issues. 
The company acknowledged these ad-
vantages in the course of its develop-
ment process.

Structured development gives devel-
opers greater control over components 
and ultimately leads to software with 
fewer bugs. At GETS, developers expe-
rienced this when the number of bugs 
found through verification dropped 
from 10 bugs to three per module af-
ter the company introduced a rigorous 
model-based process.4

Uniformity
Generated code has a repetitive structure 
that facilitates automated verification ac-
tivities. When you have strictly defined 

With strictly defined modeling guidelines, 
you can look at the generated code as if it 

were written by the same programmer.
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modeling guidelines, you can look at the 
generated code as if it were consistently 
written by the same programmer. Thus, 
any code analysis task can be tailored on 
an artificial programmer’s design habits. 
The abstract interpretation procedure 
adopted to reveal runtime errors worked 
only on the generated code because sys-
tematic analysis on handcrafted code 
was made harder by its variable struc-
ture and programming style. 

SysML also guarantees uniformity 
at the process level. The use of a uni-
fied modeling language—and a sin-
gle tool—in most of the development 
phases eases the development in all of 
the activities that involve interfaces 
among phases. Indeed, in a V-based 
process, a phase’s output artifact is the 
input artifact for the following phase. 
The use of SysML makes this handover 
more rigorous.

Traceability
Software modules are directly trace-
able to their corresponding blocks in 
the specification modeled with Simu-
link/Stateflow. Traceability is a rele-
vant issue in the development of safety-
critical systems because any error must 
be traced back to the process task or 
artifact defect that produced it. With 
the support of Simulink/Stateflow, 
GETS introduced a structured devel-
opment approach that lets developers 
define navigable links between single 
code statements and requirements.

At the SysML level, traceability in-
volves the links between requirements 
diagrams and related SysML diagrams. 
Simple drag-and-drop operations man- 

ually define the traceability links, au-
tomatically generating the traceability 
matrixes. In a traditional process, the 
developer manually edits traceability ma-
trixes without any tool support, leading 
to maintainability issues.

At GETS, customer-issued change 
requests normally involve system-
level requirements. The tool support 
available in the company’s model-
based approach allows changes to be 

traced from such requirements to the 
module-level requirements and the 
corresponding models. Therefore, 
both developers and the requirements 
managers have a complete view of a 
change request’s impact. Contrast this 
with the traditional process, in which 
someone would have to inspect the 
traceability matrix and check for ar-
tifacts affected by the change request, 
an activity that can be rather time-
consuming and error-prone (unless 
supported by automated tools).

Automatic traceability support 
among SysML and Simulink/Stateflow 
models is still an open issue because 
no tool currently implements such a 
feature.

Documentation
For safety-critical systems, the official 
documentation associated with each 
process phase and artifact is as im-
portant as the actual system. Process 
certification is essentially based on 
an external authority’s inspection of 
such documentation. It’s therefore im-
portant to have documentation that’s 
formal, expressive, and up to date on 
product status.

In the process that GETS currently 
uses, both SysML and Simulink/State-
flow models provide documentation 
for process artifacts. Simulink/State-
flow models with proper comments 
automatically generate software doc-
umentation, thus keeping documen-
tation and software totally aligned. 
In addition, SysML diagrams are in-
tegrated into the manually edited 
documentation. Documents can be 
automatically generated from SysML 
as HTML pages, but certification au-
thorities typically require paper-like 
documents focused on text, rather 
than navigable HTML documents. 
The main reason is that the certifica-
tion authority normally enters at the 
end of the development process to val-
idate compliance with standards and 
wants to analyze the process as a se-
quential history—with a paper trail—
not as an interwoven graph of HTML 
pages.

The integration of SysML models 
into the documents does pose main-
tainability issues. Indeed, if the model 
changes, that change isn’t automati-
cally reflected in the documentation. 
However, the one-to-one correspon-
dence between SysML packages and 
process phases—and the associated 
documents—eases the effort of man-
ually updating the documentation. 
Furthermore, the traceability links be-
tween models in different packages 
help maintain the cross dependencies 
among documents. When a model 
changes, its package clearly identifies 
the document that must be modified 
as well. Anyone with access rights can 
follow the traceability links and re-
trieve the other models affected by the 
change. Such models belong to pack-
ages with associated documents, so the 
link among models indirectly creates a 
relationship among those documents, 
and the overall SysML model becomes 
a sort of navigable index for the pro-
cess documentation.

When passing from traditional code unit 
testing to model-based testing, verification 

costs fell approximately 70 percent.
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Verification Cost
The introduction of a new development 
process at GETS reduced some of the 
costs associated with verification activi-
ties, while ensuring greater confidence 
in product safety. When passing from 
traditional code unit testing based on 
structural coverage objectives to testing 
based on functional objectives aided 
by abstract interpretation, verification 
costs fell approximately 70 percent. 
The new approach was comparable to 
the previous one in terms of compliance 
with CENELEC EN 50128 require-
ments on verification, but the results 
were much more cost-effective.9

Although GETS has achieved con-
sistent cost improvements, manual test 
definition still bottlenecks the process, 
requiring approximately 60 to 70 per-
cent of the whole unit-level verification 
cost. Preliminary experiments with 
formal verification applied at the unit 
level demonstrate that this technology 
might considerably reduce verification 
costs for most requirements. Indeed, re-
cent experiments with formal verifica-
tion via Simulink Design Verifier have 
shown that verification cost can further 
drop by 50 to 66 percent.4

Complexity
The main drawback of introducing 
automated code generation is the re-
sulting software’s size and overall 
complexity. Although these aspects 
don’t complicate verification activi-
ties, they pose challenges from the 
performance viewpoint.

Real-time constraints for railway 
signaling systems aren’t as demanding 
as they are for other kinds of embed-
ded systems, since the typical required 
response times are in the range of hun-
dreds of milliseconds. But they’re still 
reactive systems that need to activate 
failure recovery procedures in a brief 
amount of time to reach a safe state, 
should a failure occur. Execution time 
influences reaction time. In the first 

experiments with automated code gen-
eration at GETS, this execution time 
took four times longer compared to 
the time required to execute the corre-
sponding handcrafted code. So as not 
to abandon the advantages of auto
coding, a hardware upgrade solved this 
timing discrepancy.

But to design new, more com-
plex systems, this issue must be taken 
into account when defining the hard-
ware architecture. The hardware de-
signer has to consider that the code is 
both larger in size and less flexible in 
terms of source-level optimization (re-
call that compiler-level optimizations 
aren’t recommended for safety-critical 
systems): when designing the platform, 
you must plan for a larger amount of 
memory if you want to use automatic 
code generation.

Knowledge Transfer
From the GETS effort’s outset, one re-
search assistant from the university 
who operated within the company 
was fully focused on the technology 
to be introduced and an internal de-
velopment team put that research into 
practice on real projects after the ex-

ploratory studies indicated success was 
possible.

The results obtained during this ex-
perience wouldn’t have been possible 
via intermittent collaborations alone. 
On the other hand, to separate the re-
search effort from the time-to-market 
issues, the research assistant’s indepen-
dence from the development team had 
to be preserved. Large companies can 
profit from dedicated internal research 

teams or even entire research divisions, 
but medium-sized companies often 
have to use the same personnel both 
to keep the organization on track for 
market needs and to take care of daily 
software development. We argue that 
the research management model ad-
opted for GETS can be adapted to 
other medium-sized companies with 
comparable results.

T he people behind GETS were 
able to understand the ben-
efits of a model-based process 

aided by formal methods thanks to 
the initial enthusiasm associated with 
automated code generation. Such tech-
nology showed its potential in a few 
months, and its adoption was relatively 
straightforward. After that, a butterfly 
effect occurred that brought forward 
the easy adoption of other techniques, 
such as model-based testing, abstract 
interpretation, and system modeling 
with SysML.

Formal verification isn’t part of the 
GETS development process yet. But 
we’ve observed that formal verification 
with model checking is often the focus 

of a company’s first experiments with 
something more formal, especially in 
the safety-critical systems domain. In 
most cases, those companies don’t go 
much further than these initial experi-
ments, notwithstanding the achieved 
evidence of lower verification costs. 
Indeed, the adoption of formal verifi-
cation without intermediate steps isn’t 
common: the difficulties associated 
with the steep learning curve required 

When designing the platform, you must 
plan for a larger amount of memory if you 
want to use automatic code generation.
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by formal methods often tend to dis-
courage industrial practitioners and 
managers, who need to see the evidence 
of productivity gains within a short 
time frame.

The experience we report here 
shows that it might be more effective 
to start with less formal tasks—auto-
mated code generation—and then later 
adopt more formal tasks, such as verifi-
cation, when the company has matured 
into full awareness of the actual bene-
fits of “being formal.”
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